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Overview
• Evolution of North American wireless SMS spam

• 2013:  Initial wireless spam mitigation 

• 2014:  The growth of Over-the Top (OTT) SMS spam 

• How spam is controlled, blocking and rate limiting A2P

• False positive incidents

• Industry guideline development

• Technical impact of regulation
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New for 2010:  7726 Spam Reporting
Subscriber’s abuse report (example)

1. Subscriber forwards spam to 7726 (‘SPAM’)

2. 7726 system asks subscriber ‘who sent it?’

3. Subscriber supplies abuser’s MSISDN

Spam management process: deactivate/block
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North American SMS Spam Before 2012

• SIM Shutdown

• Detect by 7726 spam reporting
• Shut down SIMs after 5-10 days
• Attacker buys new SIMs
• Spam continues
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• Lawsuits

• Spammer sued after ~ 1 year

• Spammer stops for 1 week

• Spam continues

• Mobile spam and malware 
grew because our then-
current defenses could not 
break the attackers’ 
business cases
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New York Times Front 
Page 4/8/12 

2012:  “Apple is looking for people to test & keep iPhone 5”

AT&T iPad/iPhone/GiftCard Scam Complaint rate

• 300+ new SIMs/day
• Over 200,000,000 similar 

messages sent
• Sent from over 10,000 phone 

numbers

1 complaint per ~2400 spam messages
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Affiliate Spam – Why SMS Spam Exploded in 2012
How to make $$$ off spam and blame someone else

•Create a fly-by-night “Incredible
Offer” web site
• “Free $1000 gift card” or similar

if you just sign up for this
program and give us your credit
card #
• “Affiliate” spammers advertise

website and get $1.75 for each 
subscriber that visits your 
“Incredible Offer”

•Defenses failed
• Internet anonymity
•Unlimited messaging from

$15 prepaid SIM
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US Domestic Spam Status
Brought Under Control in 2012 Q4

• Spam termination below pre-storm levels

• Improved defense is responsible
o Automatic detection & shutdown
o Improved 7726 reporting
o Bulk SIM availability/cost 
o Reseller control
o Manual backup (Fraud)

• 7726 Reporting ratio improvement  
– 1 complaint per 602 spam messages (9/20)
– 5 times the September 2011 rate

• Cautions:
– Spammers may return with new methods
– Current defense methods are ineffective against 

infected phones and compromised CPM web 
accounts

• China has active mobile botnet of > 100k 
phones

• GGtracker malware infected > 250k US 
phones

2012 AT&T  7726 Complaints (daily)
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The Rise of Over-the-Top Spam
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Controlling OTT Spam:
Intercarrier Long Code Spam Defenses

Three Layer Defense

• Block all messages from blacklisted numbers
– Blacklist built based on content and volumetric history

• Rate limit each sender to 15 SMS/minute
– Necessary to limit spam for the 15-30 mins required for 

new spam content to be identified
–

• Content filters block known spam text
– Spam text identified by 7726 reports, heuristics and 

human analysts 

Content filters

M
essage Flow

Layered
Defense 

Architecture

Reputation filters 
(Blacklist)

Volumetric filters
(15 msg/min/TN)
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Q3 2015 OTT Update
• OTT “Snowshoe” methods becoming more extreme

– 1,500 numbers sending for a single spam campaign
– Each sends low volumes (1-3 msg/day)

• OTT complaint volume is down
– Chiefly due to very aggressive AT&T blocking (over 1400 numbers in a day)
– Spammiest OTT service providers still not using spam filters
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Originating Service Provider Role

• Spam is best controlled at the source
– Most attacks originate from ‘suspicious’ and/or related accounts
– Account information such as login IP address, credit card and date of creation is 

available only to the originating service provider
– Spam is less dispersed, more easily identified at the source

• Industry ‘best practices’ document tells service providers how to control 
their spam emissions

M3AAWG Mobile Messaging Best Practices for Service Providers 
https://www.m3aawg.org/sites/default/files/M3AAWG-Mobile-Messaging-Best-Practices-Service-Providers-2015-08.pdf 

• Not all service providers are containing their spam emissions
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Over-The-Top (OTT) Spam Status
• Spammers have returned, using OTT service providers offering Internet APIs

– Internet anonymity (little or no vetting)
– Low costs 

• Typical spam rates are disproportionate:
– OTT:  2-30%
– Wireless:  < 0.1%

• Some OTT service providers have stellar records
• Some do not
• Most short code spam comes from ‘shared’ short codes where the vetted owner chooses 

to allow unvetted or poorly vetted parties to send

Carrier Short Code
5%

Cellular
18%

OTT
43%

Common Shortcode
34%

Spam Complaints by Source
February 2016
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Spam Blocking Statistics

• AT&T Daily Mobile Terminated (MT) messages:  ~750,000,000

• AT&T Daily blocked MT messages:  760,000 (~ 0.1%)

• 400,000 are OTT

• 360,000 are Wireless

• Typical OTT:  

• 5,200,000 MT msg/day

• 117,000 MT msg/day blocked   (2 ¼ %)
• 101,000 due to spam text content

• 16,000 due to exceeding 15 msg/min message rates

• Typical Wireless:

• 159,000,000 MT msg/day

• 42,000 MT msg/day blocked   (0.02%)
• 41,000 MT msg/day blocked for exceeding rate limits

• 500 msg/day blocked for spam content

AT&T, June 2012 
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Spam Filter Operational Incidents

• Feb 2016 “False Positive” blocking incident:  operational error
• AT&T spam vendor mistakenly classified several legitimate domains/URLs as spam

• Messages mistakenly blocked

• High-volume A2P senders of mistakenly-blocked phone numbers blacklisted

• Initial blacklist reversal effort incomplete missed some phone numbers

• AT&T became aware, and promptly requested and escalated requests to unblock
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How to Send A2P Messages Reliably 
A Story of Openness vs Security Trade-offs
• Agreements/guidelines
• CTIA guidelines:  long codes for P2P, short codes for A2P
• Industry Best Practices for Text Messaging Service Providers (M3AAWG)

• Existing ecosystem
• Long-code ecosystem built for P2P messaging

• Open access, low cost
• Spam mitigation requires rate limiting (e.g., 15 msg/min)

• Short codes for A2P
• Strict vetting, higher costs, start-up delays
• High sending rates

• Industry is working on a new long code A2P framework (CTIA) 
• Authorized long codes must be identified to permit high rates
• (requires new infrastructure)

• Message class(es) and vetting rules must be defined
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Spam Blocking Without Regulation

• Goal:  Maximum openness

• Email – a functional ecosystem

• All (or nearly all) operators filter inbound and outbound messages

• Often without explicit consent typically with limited user control

• Advertisers hire specialist companies (“senders”) to properly send 

• Sender reputation tracked

• Harsher policies applied to irreputable senders

• Bad senders are blocked 

• SMS 

• Long code (available anonymously) messages are filtered, 15 msg/min maximum per line

• Filtered without explicit consent or control

• Reputation is tracked

• Harsher spam policies are applied to irreputable service providers

• Bad telephone numbers are blocked
• In extreme circumstances bad service providers are blocked

• Short code (vetted), A2P with high rates permitted
• Extensive vetting of applicants (e.g., statement of authorized use, credit history, ID)
• Monitored and shut down if abused
• Shared short codes where owners’ customers are not vetted have spam problems
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Regulation Without Spam Blocking 

AT&T, June 2012 

2015:  DoS Attack Wiped Out Whole Town’s AT&T Voice Service 

17

0

50000

100000

150000

200000

250000 304-xxx-xxxx Call Volumes

CHARLESTON, WV - CHARLESTON-
This isn't just your average phone 
scam. Hundreds in West 
Virginia subjected to 100, even 200 
phone calls in a single day from a 
group claiming to be a credit card 

company. Customers are 
getting calls every 
two or three 
minutes – all day 
long. The organization claims to 
be "Leslie" or "Lisa's" credit 
company, and prompts the person 
answering to press "9" and speak 
with an agent.
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